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WNudopmanronnas namstka s 00y4Jaromuxcs
00 uH(pOpMaIMOHHON 0€30MaCHOCTH JeTel

C KaXIpIM TOJIOM MOJIOJIC)KY B MHTEPHETE CTAHOBUTCS OOJIBIIE, a IIKOJILHUKH OJTHU U3 CAMBIX aKTHBHBIX
noJib3oBarener Pynera. Mexay TeM, IOMUMO OTPOMHOIO KOJIMYECTBA BO3MOKHOCTEM, UHTEPHET HECET U
poOIeMbl. JTa MaMsATKa JOJDKHA OMOYb TeOe 0€3011acCHO HaXOUThCS B CCTH.

KomnbroTrepHbie BUpYyChI

KomnbroTepHbIit BUPYC - 3TO Pa3HOBUIAHOCTh KOMITBIOTEPHBIX IPOTPaMM, O TIIMYUTEIBHON 0COOCHHOCTHIO
KOTOPOi1 SIBJISIETCS CIIOCOOHOCTH K Pa3MHOXKEHUIO. B 10moIHEHNE K 7TOMY, BUPYChl MOT'YT TIOBPEIUTH WU
MOJIHOCTBIO YHUUTOXHUTH BCE (PAiiiIbl U JaHHBIE, TOJIKOHTPOJIbHBIE MOJIb30BATENI0, OT IMEHHU KOTOPOTO Obliia
3amylnieHa 3apa)xeHHas IIporpaMMa, a TaKkKe MOBPEINUTh WIN JaKe YHUUYTOKUTH ONIEPALMOHHYIO CHCTEMY CO
BCceMH (paiiaMH B 11eJI0OM. B GoNBIIMHCTBE Clly4aeB paclpoCTPaHSIOTCS BUPYChl YEPE3 UHTEPHET.

MCTOHBI 3alIUTBI OT BPECAOHOCHBIX IPOTIrpaMM:

1. Ucnionp3yi COBpEMEHHbBIE OTIEPAIIMOHHBIE CUCTEMBI, UMEIOIINE CEPHE3HBIN YPOBEHD 3aIIUTHI OT
BPEIOHOCHBIX TIPOTPAMM;

2. IloctosiHHO ycTaHaBIWBaK nadtu (U(PpoBbIE 3aIIaTKH, KOTOPhIE aBTOMAaTUYECKH YCTAaHABIUBAIOTCS C
LIETBI0 TOPAOOTKU MPOTpaMMBbI) U Ipyrue OOHOBIIEHUSI CBOSH OTIEpAaIIMOHHOM cucTeMbl. CKauyMBail UX TOJBKO C
odunuansHOTO caiita pazpadorurka OC. Ecnu cyiecTByeT pekuM aBTOMAaTHYECKOTO OOHOBJICHUS, BKITIOUN
€ro;

3. PaboTaii Ha CBOEM KOMITBIOTEPE TO/T IIPaBaMH TOJIB30BATENs, @ HE aAMUHUCTPATOpa. ITO HE TIO3BOJIUT
OOJIBIIMHCTBY BPEJOHOCHBIX MPOTPaMM MHCTAJUIUPOBATHCSA HA TBOEM MEPCOHATBHOM KOMIIBIOTEPE;

4. Vcnionp3yid aHTUBUPYCHBIE TPOTPAMMHBIE TPOAYKTBI H3BECTHBIX MPOU3BOIUTEINCH, C aBTOMATUYECKUM
0OHOBJIEHHEM 04a3;

5. Orpanndb (PU3UYECKHUI TOCTYN K KOMIBIOTEPY JUIsl IOCTOPOHHUX JIULL;

6. Ucrnonp3yil BHENIHUE HOCUTENH UH(OpMAaLMK, TaKue Kak (ielika, TUCK WK (aii U3 HHTepHETa, TOJIbKO U3
IIPOBEPEHHBIX HCTOUHUKOB;

7. He oTkpseiBaii KoMIboTepHBIE (Daiiiibl, HOTyYeHHbIE U3 HEHAJAECKHBIX HCTOUYHUKOB. J{axe Te (ailibl, KOTopbIe
MIpHCIiai TBOM 3HAKOMBIi. JIydlie yTouHU y HEro, OTIPABIISLII JI OH TeOe HX.

Cern WI-FI

Wi-Fi - 370 He BuA nepeaunl JaHHbBIX, HE TEXHOJIOTHs, & BCEro JIUIIb Opena, Mapka. Eme B 1991 romy
HUJIepiIaH/IcKas KoMmnaHus 3apeructpuponaina opena "WECA", uro o603Havano cioBocouetanue "Wireless
Fidelity", koTopblif mepeBoauTCs Kak "GecrpoBOIHAs TOYHOCTH".

Jlo Hariero BpeMeHH JIoIlIa Apyras ab0peBuarypa, KoTopas sSBisieTcs TaKOH jKe TEXHOJIOTHEH. ITo
abopeBuatypa "Wi-Fi". Takoe Ha3BaHue OBLIO JaHO ¢ HAMEKOM Ha CTaHIAPT BhICIIel 3ByKoBo# Texuuku Hi-Fi,

YTO B MEPEBO/IE O3HAYAET "BBHICOKAsE TOUYHOCTH'.

I[a, OecrIaTHBIN HHTCPHET-AOCTYII B Ka(be, OTCJIIX U a3pOIopTax ABJIACTCA OTJIMYHOM BO3MOKHOCTBIO BEIXO/Ia
B UHTCPHCT. Ho MHOTHE OKCHCPTHI CUUTAIOT, YTO O6H.[€,Z[OCTYHHLIC Wi-Fi ceTu He IBasrOTCS 0€30IaCHBIMHU.

CoBetsl 110 0€30MaCHOCTH pabOThI B 001IeN0CTYMHBIX ceTsix Wi-fi:



1. He mepenasaii cBoro muuHyto nHGopManuio yepes odmenocrynubie Wi-Fi cetn. PaboTas B HUX, KenaTeabHO
HE BBOJWTH MAPOJIH IOCTYIIA, JOTHHBI U KaKHE-TO HOMEpa,

2. Vcnonp3yit 1 0OHOBIISAN aHTUBUPYCHBIE IPOrpaMMBbI U Opanamayep. TeM caMmbIM Thl 06e30macuIb ceds oT
3aKa4yKy BUpycCa Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonb3oBanuu Wi-Fi otkmoun ¢pynkuuto "OOmuit goctym k daitnam u npunrepam”. [lannas GpyHKIus
3aKpBITa TI0 YMOJYAHUIO, OJHAKO HEKOTOPHIE TI0JIb30BaTENI aKTUBUPYIOT €€ T yI0OCTBa MCIIOJIb30BAHHS B
pabote wim yueode;

4. He ucnonp3yit myonuunsiii WI-FI 15 nepegaun TMUHBIX JaHHBIX, HAIPUMEP JUISI BBIXOa B COLMANIbHbIE
CETH WJIM B JIEKTPOHHYIO T10UTY;

5. Ucnonb3yii Toabko 3amunieHHoe coequHenue yepe3 HTTPS, a ue HTTP, 1.e. npu Habope Beb-agpeca BBOAU
uMeHHo "https://";

6. B moOunsHOM Tenedone otkimoun pynkuuro "Tlonkmouenne k Wi-Fi aBromatnyecku". He momyckait
aBTOMAaTUYECKOT0 MOJKIIUYEeHUs ycTpoiicTBa k cetsiM Wi-Fi 6e3 TBoero cornacusi.

CoumnajbHblie ceTH

ConmanbHbIE CETH aKTUBHO BXOJIAT B HAIY )KM3Hb, MHOTHE JIFOJIU PAabOTAIOT U KUBYT TaM TIOCTOSIHHO, a B
Facebook yxxe 3apeructpupoBad MIITHap,1 YEIOBEK, UTO SBIISIETCS OJJHON CETbMOM BCEX JKUTEIICH TUTAHETHI.
MHorwue nojp30BaTeNd He TOHUMAIOT, YTO WH(OpMaIlKs, pa3MeIIeHHAss UMH B COITUATBHBIX CETSIX, MOXKET OBITh
HaliJIeHa ¥ UCI0JIb30BaHa KeM YTOJTHO, B TOM YHCJIE HE 0053aTeNIbHO ¢ OJJariMu HaMEpPEHUSIMU.

OcCHOBHBIE COBETHI 110 OE€30MAaCHOCTH B COLIMATIBHBIX CETAX:

1. Orpannds CMCOK Apy3el. Y TeOs B APY3bAX HE JOJHKHO OBITh CIIYYaiHBIX M HE3HAKOMBIX JIFOJICH;

2. 3amuiai CBOr0 YacTHYIO )KK3Hb. He yka3wiBait maposu, TenedoHsl, aapeca, AaTy TBOETO POXKICHUS U
JPYTyIo JIUYHYIO HHPOPMAIHUIO. 3T0YMBIIUIEHHUKA MOTYT UCIIOJIb30BaTh JJake HH(OPMALIUIO O TOM, KaK Thl U
TBOU POJUTEIIN IIJIAHUPYETE IPOBECTH KAHUKYIIbI;

3. 3ammumiail CBOIO permyTaluIo - Iep>KU €€ B YUCTOTE U 3aJaBail ce0e BOompoc: XoTel Obl Thl, YTOOBI Ipyrue
M0JIb30BATEN BUAEIH, YTO Thl 3arpyxaeus? [logymail, mpexe yeM 4To-To OIyOJIMKOBaTh, HAMKCATh U

3arpy3uTh;

4. Ecou ThI ropopuuib € JIOAbMH, KOTOPbIX HC 3HACHIb, HC I/ICHOHBBYﬁ CBOC PCAJIbHOC UMA U APYT YIO JINYHYIO
I/IH(bOpMaI_II/II/IZ numMs, MECTO KHUTCJIbCTBA, MECTO y‘IG6H H IIpoyce;

5. U3bGeraii pazmenienus potorpaduii B IntepHere, rie Tol H300pakeH Ha MECTHOCTH, 110 KOTOPOH MOYKHO
OTIPECTUTh TBOE€ MECTOIOJIOKECHHUE;

6. HpI/I perucTtpanvu B COLIMAIIbHOM CETH HeO6XOI[I/IMO HCIOJIB30BAaTh CIIOKHBIC TapOJIv, COCTOAIIUC U3 6yKB u
I_II/I(I)p H C KOITMYCCTBOM 3HAKOB HC MCHEC 8;

7. I[J'If[ COLIMAJIbHOM CCTHU, MOYTHI U APYTUX CaliTOB HCO6XOI[I/IMO HCIIOJIb30BATh PA3HBIC MMAPOJIHA. Torna ecnu
TeOs B3JIOMArOT, TO 3JIOYMBIINIJICHHUKHA NTOJIYYaT JOCTYII TOJIBKO K OAHOMY MECTY, 4 HC BO BCC Cpa3y.

JIEKTPOHHbIE IeHbIH

BHCKTPOHHBIC JCHBI' - 9TO OYCHDb y,Z[O6HBIﬁ Crocoo HJ'IaTe)KefI, OJIHAKO CYHICCTBYIOT MOIICHHUKH, KOTOPBIC
XOTAT NOJYYUTH 3TU NACHBI'U.



3J’ICKTpOHHBIe JACHBI'M MOSIBUIIMCh COBCEM HCAABHO U MMCHHO H3-3a 3TOT'O0 BO MHOTHUX IroCyJapCTBax A0 CUX IOP
HC IMPOIMMUCAHO IMPO HUX B 3aKOHAX.

B Poccun sxe oHU (GYHKITMOHUPYIOT U O HUX yXK€e MPOIMUCAHO B 3aKOHE, TJI¢ UX Pa3JC/IIIOT Ha HECKOJIBKO BHJIOB
- AHOHUMHBIC U HC AaHOHHWMHBIC. Pa3HI/II_[a B TOM, 4YTO aHOHUMHBIC - 3TO TC, B KOTOpBIX pa3peu1aeTC51 HpOBO[[I/ITb
onepauHH 663 I/II[eHTI/I(l)I/IKaI_II/II/I I10JIb30BAaTCiIdA, a B HCAHOHHUMHBIX I/IZ[CHTI/I(l)I/IKaI_[I/ISI II0JIB30BATCJIA ABJISICTCA
00s13aTENILHOM.

Taxoke criegyer pa3nu4arh EKTPOHHBIE (PHaTHBIC IEHBIH (PaBHBI TOCYAAPCTBEHHBIM BaJTIOTAM) H
AJIEKTPOHHBIE HE(UATHBIE AEHBIU (HE PaBHBI TOCYJAPCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 110 6€30MacHOM paboTe C IJTECKTPOHHBIMU JICHBIAMU:
1. [IpuBsixku K cueTy MOOUIIBHBIN TeneoH. ITO camMblil y10OHBII U OBICTPBIN CLIOCOO BOCCTAHOBUTH AOCTYI K
cuery. [IpuBsi3anHbIi TenedoH MOMOKET, €cu 3a0yIelb CBOM MJIATEXKHBIN Maposb WK 3aii/IellIb Ha CAlT ¢

HE3HAKOMOTO YCTPOWCTBA;

2. Vcnonb3yit ogHOpaszoBbie mapoJi. [locie nepexoa Ha yCUIIEHHYIO aBTOPHU3AIIMIO TeOe yike He OyneT
YTPOKATh OMACHOCTH KPAXKU WM TIepexBaTa IIATSKHOTO TapoJis;

3. BeiGepu coxusbIi maposs. [IpectynmankaM OyneT He MPOCTO yrajaTh CIOXKHBIN mapoisk. HajexxHubie mapoau
- 3TO MapOJIK, KOTOPbIE COAEpkKAT HE MEHEee 8 3HAKOB U BKIIFOYAIOT B c€0s CTPOYHbIE U MPONHCHBIE OYKBBI,
(Pl ¥ HECKOJIBKO CUMBOJIOB, TaKHe KaK 3HAaK JoJiIapa, pyHTa, BOCKIUIATEIbHBIN 3HAK U T.1. Hanpumep,
$tRONg!;;

4. He BBOAM CBOM JTMYHBIE JaHHBIE HA CalTax, KOTOPHIM HE JOBEPSEIIb.

JJIeKTPOHHAS MOYTA

DNEeKTPOHHAs [TOYTA - 3TO TEXHOJIOTHS U MPEJOCTABIISIEMBIE €10 YCIYTH IO NEPECHIIKE U MOJTYYEHHUIO
ANIEKTPOHHBIX COOOIIECHHH, KOTOPBIE PACIPEEIAIOTCS B KOMIBIOTEpHOH ceTH. OOBIYHO JIEKTPOHHBIN
MOYTOBBIN ALIUK BRITJISAUT CIETYIOIUM 00pa3oM: UMs_TOJIb30BaTeNsi(@uMs_joMeHa. Takke KpoMe nepeiadu
MIPOCTOrO TEKCTa, UMEETCSI BO3MOXHOCTD NepeaBaTh (ailiibl.

OcCHOBHBIE COBETHI 110 0€30TaCHOM PabOTe ¢ AIEKTPOHHOHN MOYTOM:

1. Hamo BeIOpaTh NMpaBUIILHBIN MIOYTOBBIA CEpBHC. B MHTEpHETE €CTh OTPOMHBIN BHIOOP OSCIUIATHBIX MTOYTOBBIX
CEpBHCOB, OJIHAKO JIY4IlIe TOBEPSITh TEM, KOTO 3HACIIb U KTO MEPBBIi B peHUTHHTE;

2. He yka3piBaii B 1MuHOM nouTte Tn4yHyto HHopmaruio. Hanpumep, syuiie BbIOpaTh
"My3bIKaNIbHBIN _(panat@" wu "pok2013" BmecTo "Temal3";

3. I/ICHOJHBYI‘/'I ABYXOTAIIHYHO aBTOPU3AIUIO. 9T0 KOoraa noMuMoO 1apoJist Hy’KHO BBOJAUTBH KO, HpI/ICLIJ'IaeMHﬁ 10
SMS;

4. BoiOepu cioxHBINA apoib. 1 KaXa0ro MOYTOBOTO SIIMKA J0JDKEH ObITh CBOW HA/ICKHBIN, YCTOMUUBBIN K
B3JIOMY [1apOJIb;

5. Eciu ecTh BO3MOXKHOCTDH HaIllMCaTh caMOMYy CBOH JIMYHBIN BOIIPOC, I/ICHOJ'IBSYI\/'I 9TY BO3MOKHOCTb;

6. Vcronib3yil HECKOJIBKO TIOYTOBBIX SIIMKOB. [IepBbIii 1711 YaCTHOM MEPENUCKU C aipecaTaMy, KOTOPBIM Thl
J0BepsiellIb. DTO IEKTPOHHBIN aJipec He HaJJ0 UCIOJIb30BaTh PH PETUCTpalK Ha popyMax U caifrax;

7. He oTkpbIBaii (paitinel u Apyrue BIOKEHUS B MMCbMax, Ja)Ke €CIM OHM MPHUILTH OT TBOUX Jpy3el. Jlyume
YTOYHU Y HUX, OTIPABIISIHN JIM OHU TeOe 3TH (ailiibl;



8. [Tocne okoH4yaHws pabOTHI Ha IOYTOBOM CEPBHCE TIEPE]] 3aKPHITHEM BKJIAJIKU C CATOM He 3a0y/Ib HaxaTh Ha
"Beriiti".

KHﬁepﬁyJ’lJ’lHHl" WM BUPTYaAJbHOC H31€BaATECJILCTBO

KubepOymnuHr - mpecienoBanue COOOICHUSIME, COACPKAIUMU OCKOPOJICHUS, arpecCro, 3aIyTHBaHNE,
XYJIUTaHCTBO, CONAJIBHOC 60ﬁKOTPIpOBaHHe C IIOMOMIBIO PA3JIMYHBIX UHTCPHCT-CCPBUCOB.

OcHOBHBIE COBETHI 110 60PHOE ¢ KNOEPOYIITUHIOM:

1. He Opocaiics B 601. JIyuminii crioco0: MOCOBETOBATHCS KAk ce0si BECTHU U, €CIIU HET TOTO, K KOMY MOXHO
O6paTI/ITI)C$I, TO BHA4YaJIC YCIIOKOUTHCA. Ecim TBI HauHEIh OTBEYATH OCKOp6J'I€HI/IHMI/I Ha OCKOp6JIeHI/If{, TO
TOJIBKO e11le OOJIbIIEe Pa30sKKeIb KOH(IHKT;

2. Ympasisiii cBoell kubeppemnyranuei;

3. AHOHUMHOCTb B CETH MHHMas. CYHIGCTBYIOT CIIOCOOBI BBISICHUTB, KTO CTOWUT 3@ aHOHUMHBIM aKKayHTOM;

4. He cTtout BecTH XyauTraHCcKuil o0Opa3 BUPTyaiabHOM Ku3HU. IHTEpHET QuKCUpyeT Bce TBOU AEUCTBUS U
COXpaHSEeT UX. YAanuTh UX OyAeT KpaiiHe 3aTpyAHUTENbHO;

5. Cobmrofait CBOIO BUPTYAIBHYIO YE€CTh CMOJIOJY;

6. Urnopupyii enuHI4YHbIN HeraTuB. O1IHOpa30Bble 0CKOPOUTENbHbBIE COOOIICHMS Ty4Ille UTHOPUPOBATh.
OObIYHO arpeccus MpeKpalaeTcs Ha HaualbHON CTaIuu;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMU COOOIIIEHUSAMU, B COLUATBHBIX CETAX €CTh
BO3MOYHOCTh OJIOKUPOBKH OTIPABKU COOOIICHHI C ONpeIETICHHBIX aJpEeCOB;

8. Eciu TbI cBUAETENh KNOEpOYTMHTa. TBOM AEUCTBUS: BBICTYIIUTH IPOTUB IIpecieioBaTelis, IoKa3aTh eMY,
YTO €ro JACWCTBUS OI[CHUBAIOTCS HETaTUBHO, MOIEPKATh KEPTBY, KOTOPOW HYXHA MCUXO0JIOTUYECKasi TOMOIIIb,
COOOILUTH B3POCIBIM O (haKTE arpeCCUBHOTO MOBE/ICHUS B CETH.

MoouibHblii Tes1edoH

CoBpemenHble cMapT(HOHBI U MIIAHIIETHI COJepkKaT B ce0e BIOJIHE B3POCIbIi (DYHKIIMOHAT, U TeNeph OHU
MOTYT KOHKYPHPOBATh CO CTAIlMOHAPHBIMU KOMIIbIOTepaMu. OHAKO, CPECTB 3AIIMUTHI 1715 TOJOOHBIX
YCTPOMCTB MOKa 0O4€Hb Mayo. TecTUpOBaHUE U MOUCK yA3BUMOCTEH B HUX MPOUCXOIUT HE TaK MHTEHCUBHO, KaK

JJIA HK, TO K€ CaMO€ KacaeTcsi U MOOMIILHBIX HpHJIO)KGHPIfI.

COBpCMCHHBIC MOOWJIbLHBIE 6pay36pLI YK€ IMIPAKTUYCCKU JOTHAJIN HACTOJIbHBIC aHAJIOTH, OAHAKO PAaCHIMPCHUC
(bYHKI_II/IOHaJ'Ia BJIEYET 3a CO0OI 6OJ'H:>IJ_IYIO CJIOKHOCTb U MCHBIITYHO 3allTUIIICHHOCTD.

Jlaneko He Bce MPOU3BOIUTEINN BHITYCKAIOT OOHOBJIEHHUS, 3aKPbIBAIOIINE KPUTHUECKHE YA3BUMOCTH JUIsSl CBOMX
YCTPOMCTB.

OcHoBHBIE COBETHI /17151 0€30MacCHOCTH MOOMIIBHOTO TenedoHa:

Huuero He saBisgercs MOo-HaCTOALIEMY OcCIIIaTHBIM. BYI[B OCTOPOIKCH, BCIb KOI'la Tebe npeajiararoT
OecrIaTHBIN KOHTCHT, B HCM MOT'YT OBITh CKPBITBI KAKME-TO IIATHBIC YCIIYTH,

Jymaii, mpex e ueM otnpaBute SMS, ¢oto uimm Buaeo. Thl TOUHO 3HAEIb, I71€ OHU OyIyT B KOHEYHOM HTOTe?
Heo0x011M0 0OHOBIIATE ONEPAMOHHYIO CUCTEMY TBOETO CMapT(OHa;

Hcnonb3yit aHTUBUPYCHBIE IPOTPaMMBI JJ1s1 MOOMJIBHBIX TeNE(OHOB;



He 3arpyxaii IpuII0)KeHHsI OT HEM3BECTHOTO HCTOYHHKA, BEllb OHH MOTYT COJICPKaTh BPEJOHOCHOE
IpOrpaMMHOE 00ECTICUCHHE;

[Tociie TOro Kak ThI BRIMIEIIH ¢ CaiiTa, 1€ BBOIWII JIMYHYIO HHPOPMAIUIO, 3aiiIi B HACTPOUKHU Opay3epa u
ynamu cookies;

Ileproauuecku npoBepsAl, KakKUe IUIATHBIE YCIYTH aKTUBUPOBaHbI HA TBOEM HOMEPE;

JlaBaii cBOif HOMep MOOMIIBHOTO Tene(OHa TOJBKO JFOIIM, KOTOPBIX ThI 3HACIIb U KOMY JJOBEPSEIIb;

Bluetooth momkeH ObITH BHIKIIIOUEH, KOT/Ia THI MM HE MoJIb3yenbesi. He 3a0pIBait MHOTa IPOBEPATH 3TO.
Online urpsi

CoBpeMeHHbIE OHJIaH-UIPbI - 3TO KPACOUHBIE, 3aXBaThIBAIOIINE PA3BICUEHUS, 00bETUHSIONINE COTHH THICSY
YeJI0BEK 10 BceMy MUpY. Irpoku nccienyroT TaHHbIM UM MUp, OOLIAIOTCS APYT C IPYTOM, BBITOJTHSIOT
3aJlaHus, CPAXKAOTCS C MOHCTPAaMU U MOJIy4aloT ONBIT. 32 yIOBOJIbCTBUE OHU IUIATAT: MOKYIAIOT JUCK,
OIIaYMBaOT A0OHEMEHT WM IPUOOPETAIOT KaKKE-TO OMLUU.

Bce 3t cpeacTBa uayT Ha NOAJIEpAKAHUE M pa3BUTHE UTPHI, a TAKXKE HA caMy 0€3011aCHOCTB:
COBEPIICHCTBYIOTCSI CUCTEMBI aBTOPU3AlINH, BBIITYCKAIOTCS HOBbIE AaTUd (LIU(PPOBBIE 3aMJIaTKU AJIS IPOrpamMm),

3aKpBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B nono6HBIX Urpax CTOUT OIacaThCsl HE CTOJBKO CBOMX CONEPHHUKOB, CKOJIBKO KPa)Ku TBOETO MapoJis, Ha
KOTOPOM OCHOBaHa CUCTEMa aBTOPH3aLUK OOJIBITUHCTBA UT.

OcHOBHBIE COBETHI 110 OE€30M1aCHOCTH TBOETO UIPOBOTO aKKayHTa:
1. Eciiu apyro# urpok BeAeT ceds MI0X0 WA CO3/1aeT Te0e HEMPHUATHOCTH, 3a0JJOKUPYH €ro B CIIMCKE UTPOKOB;

2. Toxanyiics aqMUHUCTpATOpaM Urpbl Ha TUI0OXOE MOBEACHUE 3TOTO UI'POKA, KENATeIbHO MPUIIOKHUTh KaKue-
TO JI0Ka3aTeJIbCTBA B BUJI€ CKPUHOB;

3. He yka3piBaii inuHyto nHGOpMaLUo B Ipodaiisie urpsl;
4. YBaxail Apyrux y4aCTHUKOB IO UT'PE;

5. He ycranaBnuBaii HeouuanbHbIe MaTYd U MOJIBI;

6. Ucnonb3yii ClOXKHBIE U pa3HbIe MapoJiy;

7. I[axce BO BpEM: UT'PbI HE CTOUT OTKJIFOYATh AHTUBUPYC. IToxa ThI Hurpaciib, TBOM KOMIIBXOTCPD MOTYT
3apa3nTh.

@OUIIUHT WA Kpaika JUYHbIX JAHHBIX

OObIuHO Kpameﬁ ACHCT U JOKYMCHTOB CCTOJHSA YK€ HUKOT'O HEC YAUBHIIb, HO C Pa3BUTUCM NHTCPHCT -
TEXHOJIOTUI 3JIOYMBINIJICHHUKU MIEPEMECTUIINCH B UHTCPHET, U MIPOAOJDKAOT 3aHUMATHCA "mroOuMBIM" ACIIOM.

Tak nosiBuIach HOBas yrpo3a: HHTCPHET-MOIMICHHUYCCTBA UJIN (bI/II_HI/IHF, r1aBHaA HOEJIb KOTOPOTO COCTOUT B
MOJIY4YCHHU N KOH(I)I/IIICHI_II/IEUIBHBIX JIaHHBIX MOJIb30BATENIEH - JOTUHOB U naponeﬁ. Ha anriauiickoM s3bIKe

phishing ynraercs kak ¢pumuHr (ot fishing - ppi6Has noss, password - maposs).

OcHOBHBIE COBETHI IO 60PHOE ¢ HUIIUHTOM:



1. Cnenu 3a cBouM akkayHTOM. Eciu TBI oj03peBaelib, YTo TBOSI aHKETa Oblila B3JIOMaHa, TO HE00X0IUMO
3a0JIOKMPOBATH €€ M COOOIIUTh aIMUHUCTPATOPaM pecypca 00 ITOM KaK MOXKHO CKOPEE;

2. Ucnonb3yii 6e30macHbie BeO-CalThI, B TOM YHCIIE, HHTEPHET-Mara3nHOB M MMOMCKOBBIX CUCTEM;

3. Ucnonb3yii CloKHBIE U pa3Hbie apoiu. TakuM oOpa3om, eciiu Te0s1 B3IIOMAIOT, TO 3JI0yMBIIIIICHHIUKU
MOJTy4aT AOCTYH TOJBKO K OJJHOMY TBOEMY MPO(DUIIIO B CETH, a HE KO BCEM;

4. Ecim Te0s1 B3110MaIK, TO HE0OXOAMMO MTPEIYIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPBIEC J00OABICHHI Y T€Os B
IPY3bsiX, O TOM, 4TO TeOsl B3IOMaJIX M, BO3MOYKHO, OT TBOETO UMEHHU OYJIET pacChUIAThCS CIIaM M CCBHIJIKH Ha
(UIIMHTOBBIC CAMTHI;

5. YcranoBu HagexHbIH mapoib (PIN) Ha MoOMIBHBIN TenedoH;
6. OTKJII0YM COXpaHEHHE MapoJIs B Opaysepe;

7. He oTkpeiBail ¢ailsiel ¥ Apyrue BIOKEHHUS B MMCbMaXx, 1aXKe €CJIU OHU IPUILUIM OT TBOUX Apy3el. Jlyuiie
YTOYHH Y HUX, OTTIPABJISUIN JIU OHU TeOe 3TU (ailiibl.

udposas penyrauus

[udpoas penyraius - 3T0 HETaTUBHAS WM NO3UTUBHAs HHQOpMalus B ceTu o Tedbe. Kommpomerupyromas
nH(popMalrs, pa3MelleHHas B UHTEpHETE, MOKET CEpbe3HBIM 00pa30M OTPA3UThCS HA TBOEH peasibHOM KHU3HU.
"udposas pemyranus" - 3T0 TBOM UIMHJIK, KOTOPBIH Gopmupyercs u3 nHGopmanuu o Tede B UHTEPHETE.

TBoe MecTo KHUTEThCTBA, Y4eObl, TBOE (PMHAHCOBOE IOJIOKEHUE, 0COOCHHOCTH XapaKkTepa v paccKasbl O
OJM3KUX - BCE 9TO HAKATUIMBACTCS B CETH.

MHor#e MoIPOCTKH JIETKOMBICIIEHHO OTHOCSITCS K ITyOJIMKauy JTHIHOH nHpopMarun B MaTepHETE, HE
MMOHUMAs BO3MOXKHBIX MTOCIEACTBHNA. ThI Jayke HE CMOXKEIIb I0TaAaThCsl O TOM, 4To (oTorpadusi, pasMelieHHas
5 ;eT Ha3aj, cTaja MPUYWHOM OTKa3a MPUHATH TeOsl Ha padoTy.

KomMmenTapuu, pa3menienue TBoux gororpaduil u 1pyrue IeHCTBUS MOTYT HE HCUE3HYThH JIaxe MOocie TOro,
KaK Thl UX yJaluib. Thl HE 3HACIb, KTO COXpaHWII ATy HHPOPMAIIKIO, TIoTajia JIU OHA B IOUCKOBBIE CUCTEMBI U
COXpaHUJIACh JIM OHA, a IJIaBHOE: YTO MOIYyMaloT O Te0e OKpPYKaIOIIKe JIF0U, KOTOPbIE HAAYT U YBUAAT 3TO.
Haiiti nadopMaIio MHOTO JIET CITyCTs CMOXKET JI000H - Kak U3 JOOPBIX MOOYXKIEHUH, TaK U C HAMEPEHHUEM
MPUYUHUTE Bpell. ITO MOXKET ObITh KTO YTOJIHO.

OCHOBHBIE COBETHI 10 3alIUTE U(POBON peryTalluu:
1. [Toxgymaii, mpesxie 4em 4To-To MyOIMKOBATh U MepeaBaTh y cedst B 6J0re WK B COIMAbHOM ceTH;

2. B Hactpoiikax npo¢uisi yCTAaHOBHU OTPaHUYEHHUS Ha IPOCMOTP TBOETO MPOUIIsl U €r0 COJIEPKUMOT0, caenai
€ro TOJIbKO "1ist 1py3eit”;

3. He pa3memaii u He yka3blBail HH(pOpMaIHIO, KOTOPask MOXKET KOTro-JIM00 OCKOPOJIATh M OOUXKATh.
ABTOpCKOE NPaBo

CoBpeMeHHbIE IITKOJIBHUKY - aKTUBHBIE TT0JIb30BaTeN ! U(poBOro npocrpanctsa. OHAKO ANEeKO HE BCe
3HAIOT, YTO MOJIb30BAHNE MHOTHMHU BO3MOKHOCTSMH IIM(POBOTO MUpa TpeOYyeT coOII0IeHNS MpaB Ha
MHTEJUIEKTYaJIbHYIO0 COOCTBEHHOCTb.

Tepmun "uHTENIEKTYyaIbHAS COOCTBEHHOCTB'" OTHOCHUTCS K PA3IMYHBIM TBOPEHHSIM YEJIOBEYECKOTO yMa,

HAYMHAas C HOBBIX M300peTeHui U 3HaKOB, 0003HAYAIOIINX COOCTBEHHOCTh Ha MPOIYKTHI U YCIIYTH, U
3aKaH4YMBasi KHUTaMH, poTorpadusMu, KHHOPUIEMAMH U MY3bIKAJIbHBIMU TIPOU3BEICHUSMH.



ABTOpCKHE TpaBa - 3TO MpaBa Ha HHTEJUIEKTYaJIbHYI0O COOCTBEHHOCTh HAa IPOU3BEACHUS HAYKH, JTUTEPATYPHI U
HCKYCCTBA. ABTOPCKHUE MpaBa BBHICTYMAIOT B KAYECTBE TAPAHTUHU TOTO, YTO MHTEIUICKTYaIbHBIA/TBOPUYECKUN
TPpYZ aBTOpa He OyJeT HalpacHbIM, AACT EMY CIIPABEAIMBbIE BOSMOXKHOCTHU 3apaboTaTh Ha Pe3y/IbTaTax CBOETO
TpyAa, MOJIYYUTh U3BECTHOCTH U Ipu3HaHue. HuKTo 6e3 pa3perieHus aBTopa He MOKET BOCIIPOU3BOIUTH €TI0
MIPOU3BEICHNE, PACTIPOCTPAHSATH, TyOJUYHO IEMOHCTPUPOBATH, IPOAABATH, UMIIOPTHPOBATH, IIYCKATh B
MIPOKAT, MyOJINYHO UCTIOIHATH, MOKA3bIBATh/UCIIOIHATE B 3(pupe nian pasmeniats B HTepHeTe.

Hcnonp3oBanue "MUpaTCKOro" MporpaMMHOTO 00ecriedeHUsI MOXKET IPUBECTH K MHOTHUM PHCKaM: OT IOTEPH
JAHHBIX K TBOUM aKKayHTaM J10 OJJOKUPOBKU TBOETO YCTPOMCTBA, IJIE YCTaHOBJICHA HEJlerajabHas IporpaMmma.
He crout Taxxe 3a0bIBaTh, YTO CYIIECTBYIOT JIEraJbHBIE M OECIIATHBIE TPOTPAMMBbI, KOTOPBIE MOKHO HAWTH B
CETH.

O nopraJjie
CeTteBU4OK.p( - TBOM TJIaBHBIN COBETYHK B CETU. 3/1€Ch Tl MOXKEIIIb Y3HATh O OE30TTACHOCTH B CETH MOHATHBIM

U JOCTYIHBIM SI3bIKOM, @ IIPY BO3HUKHOBEHUU KPUTUYECKOM CUTyalluu 0OpaTUTHCS 32 COBETOM. A TaKKe
MPUHATH Y4acTHE B KOHKYpPCaxX U CTaTh CaMbIM U(PPOBBIM IpaskJaHUHOM !



	Приложение № 2

